NHH

IT Support

How to connect the wireless network at NHH with windows 7

Step 1: Choose start=> Control Panel= “View network status and tasks”/”Network and Sharing
Center”. Then click on “Set up a new connection or network”.

Control Panel Home

Manage wireless networks
Change adapter settings

Change advanced sharing
settings

See also
HemeGroup
Internet Options
Windows Firewall

Windows Mobile Device Center

@

View your basic network information and set up connections

HA.“'I E 0 See full map

WIND edurcam Internet
(This computer)

View your active netwerks Connect or disconnect

Access type: Internet

Connections: 1 Wireless Metwork
Connection (edurcam)

eduroam
Public network

Change your networking settings

‘E. Set up a new connection or network
.

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or
access point,

ﬁs. Connect to a netwerk
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

Choose hemegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.

Troublesheot problems

i

Diagnose and repair network problems, or get troubleshooting information,

Step 2: Select “Manually connect to a wireless network”.

'.\‘:)' @I Set Up a Connection or Network

Choose a connection option

o+

-
Connect to the Internet =
Set up a wireless, broadband, or dial-up connection to the Internet,
| Set up a new network
agg, Configure a new router or access paoint.,
ﬁi Manually connect to a wireless network 1
e _onnect to a hidden network or create a new wireless profile
Connect to a workplace
. Set up a dial-up or VPM connection to your workplace.
= Setup a dial-up connection
m® Connect to the Internet using a dial-up connection.
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Step 3: Enter information as in the below screenshot. If your network interface card does not
support “WPA2” with “AES”, you can try to use “WPA-ENTERPRISE” with “TKIP”

@ f‘? Manually connect to a wireless network -
Enter information for the wireless network you want to add
Metwark name:; eduroam
Security type: ’MPM-Enterprise V]

Encryption type: ’AES v]
Security Key: Hide characters

Start this connection autematically

[] Connect even if the network is not broadcasting

Warning: If you select this option, your computer’'s privacy might be at risk.
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Step 4: Select “Change connection settings”

\_/I 2! Manually connect to a wireless network

Successfully added eduroam

< Change connection settings
Open the connection properties so that I can change the settings,

Close




Step 5: Choose the tab “Security” and press “Settings”

-
eduroam Wireless Network Properties

Security

Security type: | wPA2 Enterprise

Encryption type: [AEE

Choose a network authentication method:

| Microsoft: Protected EAP (PEAP)

v” Settings ]

time I'm logged on

Advanced settings

Remember my credentials for this connection each

Ok ] [ Cancel




Step 6: Remove the mark on “Validate server certificate” and press configure

Protected EAP Properties I |

When connecting:

[ validate server certificate:

Connect to these servers:

Trusted Rook Certification Authaorities;

Wl AddTrust External CA Root
[] Buypass Class 2CA 1

[ class 3 Public Primary Certification Authority

|:| DigiCert High Assurance EV Root CA

[ Entrust.net Secure Server Certification Authority
[ Equifax Secure Certificate Authority

[7] Equifax Secure Global eBusiness CA-1 -
' 0 | »

) »

Do not prompt user to authorize new servers or trusted
certification authorities.

Select Authentication Method:

[Secured password (EAP-MSCHAP v2) *] [ Configure... ]

[| Enable Fast Reconnect

[ Enforce Metwork Access Protection

[ Disconnect if server does not present cryptobinding TLY
[| Enable Identity Privacy

Step 7: Remove the mark on “Automatically use my... “ and press OK.
r -
EAP MSCHAPY2 Properties S|

When connecting:

D,Pu.rtumatlcalh.r use my Windows logon name Elrld
password (and domain if ary).




Step 8: Go back to “Wireless Network Properties” (Step 5) and press “Advanced settings”, select
“User authentication”, press “Save credentials”. Insert your student number followed by
@stud.nhh.no and you NHH password.

dur{ Advanced settings ——— 2

@ B02. 1X settings | 802, 11 settings |

Spedfy authentication mode:

[L.Iser authentication v] [ Save credentials ]

Delete credentials for all users L

- - -
Windows Security — ﬁ

Save credentials

Saving your credentials allows your computer to connect to the network
when you're not loegged on (for example, to download updates).

|'- Hi SXCOCCH@stud.nhh.no |
l |------------- |

W 5

Step 9: You might get a message popup, telling that “Additional information is needed”. Click on the
message and fill in username and password as in step 8.

ALk Additional information is needed to connect eduroam. ™ *
"= Click to provide additional information.




Troubleshooting:

- Is your wireless card working and turned on.

- Have you entered correct password and username? Remember to use
SXXXXXX@stud.nhh.no.

- If you still have problems connecting to Eduroam go back to step 1. Click on “Manage
wireless networks” on the left side. Remove the Eduroam connection, restart your computer

and start from step 1 again.
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Manage wireless networks that use (Wireless Network Connection)

Windows tries to connect to these networks in the order listed below.

Add emove  Move down  Adapter properties  Profiletypes  Network and Sharing Center (7]

MNetworks you can view, modify, and recrder (7}
!'-h eduroam Security: WPAZ-Enterprise Type: Any supported Automatically co...
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